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SUMMARY OF RECOMMENDATIONS

HM Inspectorate of Constabulary for Scotland (HMICS) has inspected how the police service in
Scotland addresses serious fraud. The inspection focused on:

• the strategic approach to fraud, including prevention and detection;

• the treatment of victims;

• the availability of the relevant skills to forces faced with complex fraud investigations; and

• the partners involved in preventing, and responding to, fraud.

Our aim in making the following recommendations is to ensure a more systematic approach to
understanding and handling fraud recognising, at the same time, the need to work with relevant
stakeholders across the UK:

Recommendation 1: That the Scottish Government consults with stakeholders, including the Crown
Office & Procurator Fiscal Service (COPFS) and the Association of Chief Police Officers in Scotland
(ACPOS), to make certain that legislation, process and interventions relating to fraud in Scotland are
no less comprehensive or robust than they are elsewhere in the UK.

Recommendation 2: That the Scottish Government creates a national fraud capability within the
Scottish Crime & Drug Enforcement Agency (SCDEA) structure to co-ordinate intelligence gathering,
enhance knowledge of fraud, and initiate and promote prevention and disruption.

Recommendation 3: That forces each identify a single point of contact (SPOC) for financial institutions
reporting incidents of fraud, in order to promote consistency, accuracy and quality of service.

Recommendation 4: That forces adopt consistent and transparent common processes for managing
fraud in Scotland. This would specifically include clear recording guidelines to ensure that fraud is
recorded in accordance with the Scottish Crime Recording Standard, and common criteria to be used
in deciding whether or not to investigate a fraud.

Recommendation 5: That forces increase their use of forensic accountancy to advise on lines of
enquiry most likely to prove productive and timely.

Recommendation 6: That forces review their collective needs for fraud training and discuss with the
Scottish Police Services Authority (SPSA) how it might meet these, ensuring that course availability
and content are consistent with emerging fraud types, legislation and investigative techniques.

Recommendation 7: That forces’ use of data-sharing and -matching be extended to drive intervention
strategies, and that consideration be given to extending access to the Scottish Intelligence Database
(SID) to those agencies and organisations dealing with fraud and who are compliant with the
Community Security Policy.
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May 2008 – we recommend that following this inspection, the next step be to establish an SCDEA-
aligned fraud post (recommendation 2).Within the first three months the post-holder should do the
following:

• develop an overall programme plan to deliver the recommendations from this inspection;

• agree the stakeholders, reporting requirements and timescales for discharging these; and

• initiate work to harmonise how fraud is reported and handled across Scotland.

May 2009 – we would expect that all other recommendations should be discharged by this time.

We believe that the timescales for this work are of particular importance given the progress being
made to implement the Attorney General’s Fraud Review in the UK.

TIMESCALES
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1. Scotland is a major country in terms of financial services, being home to two of the UK’s largest
banks and a large fund management sector. Edinburgh is one of the top ten European financial
centres and is ranked1 twentieth in the world as a global financial centre. Such prominence makes a
safe business environment and positive policing of fraud directly relevant to Scotland’s communities
and the Scottish Government’s strategic objectives of making Scotland ‘Wealthier and Fairer’ and
‘Safer and Stronger’.

Serious fraud
2. The range of types and scale of fraud is almost limitless: from a child using a parent’s debit card
to top-up a mobile phone, to international companies using auditors to conceal inherently criminal
activity over years.When large and complex commercial frauds are detected, innocent individuals,
companies and the economy itself can all suffer as a consequence. Fraud is also used by organised
crime groups to launder and increase their wealth and by terrorists to fund their activities.

3. ‘Serious crime’ is a phrase used as often, if not more so than ‘serious fraud’, and yet even here at
least four2 different definitions are used. In the absence of one clear definition, this report examines a
wide range of frauds that some may not consider ‘serious’. This is because multiple, simple, low value
frauds are often part of a co-ordinated pattern of organised crime, and may be funding terrorist
activity. Also, there are some types of incident, for example fraudulently marking a product as
complying with safety legislation, that can endanger life.

Cost of fraud
4. Fraud is estimated3 to cost every man, woman and child in Scotland £330 per year: a total cost to
the UK of £13.9 billion.We are all, therefore, victims of fraud. Such victimisation can extend from
directly losing money to a criminal, to paying higher taxes to cover the costs of fraud against the
public sector, or being charged higher prices for goods and services to reflect fraud losses.

5. These estimated costs are based on the latest published figures and specifically exclude major
areas such as income tax fraud and European Union fraud. Estimates for these factors raise the figure
to £20 billion per year. The loss to the UK public sector alone is estimated at £6.434 billion. The
National Fraud Initiative4 shows savings to the public purse in Scotland of £23 million to date, a figure
that is expected to increase as more data on public servants is brought into scope. Figures obtained
from APACS (the UK’s Payments Association) show that losses in Scotland due to crime with plastic
payment cards totalled £11.5 million in 2007, a rise of 16% on 2006.

6. The ACPO report (restricted) on organised mortgage fraud in the UK was circulated in March
2008, with extracts made available to the media. This report, which included data gathered from
Scotland, found that organised crime groups are using mortgage fraud to launder profits from
activities including prostitution, drug and human trafficking. This imposes costs and losses upon

Introduction

1 Global Financial Centres Index, City of London September 2007
2 Scottish Crime and Drug Enforcement Agency definition, Serious and Organised Crime Agency definition, European Union definition of Organised Crime

Groups, United Nations definition of Organised Crime Groups
3 The Nature, Extent and Economic Impact of Fraud in the UK, Levi, Burrows, Hopkins, Flemming & Mathews for ACPO, Feb 2007

(http://www.acpo.police.uk/asp/policies/Data/Fraud%20in%20the%20UK.pdf)
4 No Hiding Place, Audit Scotland May 2006 (http://www.audit-scotland.gov.uk/docs/central/2006/nr_060517_national_fraud_initiative.pdf)
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society, not just the financial services sector, through factors such as over-valuation and transfer of
wealth to criminals. It also implies the collusion of corrupt professionals.

7. Organised criminals are quick to react to changes that affect them and it is likely that the ‘credit
crunch’ and changes in mortgage products will lead to further different fraud trends being identified.

8. The impact of fraud is not only monetary. Counterfeit goods sold fraudulently as real products
can and do endanger life and safety. Recent media reports have highlighted, for example, the
increasing use of counterfeit medications.We also know from the experiences of other countries
outside the UK that, once fraud becomes an established and almost endemic form of crime, its
growth can be very difficult to contain. In such circumstances, the turning of so many blind eyes can
only hasten the spread of economic and social corruption.

Fraud in Scotland
9. In Scotland fraud is mainly dealt with under common law, as opposed to England and Wales
where statute law applies. Recent improvements to legislation in England & Wales include the Fraud
Act 2006 and The Serious Crime Act 2007. The Fraud Act has very limited applicability to Scotland and
none of the new offences created applies in Scotland.

10. Some forces and the SCDEA suggested to us that the current legal framework for fraud in
Scotland be reviewed, to establish whether sufficient law enforcement powers exist and whether
those that do exist are used effectively. The Fraud Act, for example, provides clear, easily understood
legislation. It also contains some elements that could, if adopted in Scotland, offer simpler ways of
attacking complex frauds and potentially lead to a greater probability of conviction with less effort
than common law requires.

11. Stakeholders believed too, that the proceeds of crimes of fraud needed to be pursued more
actively and boldly. (We intend to carry out a subsequent thematic inspection of asset confiscation.)
Forces also suggested that having procurators fiscal who specialise in fraud would help when
selecting cases and clarifying evidence requirements and charges to be libelled. This last point is
clearly a matter for the Crown, and we aware that other considerations may mitigate against
specialisation in prosecution. Nevertheless we offer this perspective from a policing point of view, for
consideration.

12. A very significant number of financial institutions, based in either Scotland or England, operate
across the UK. As most business is carried out in England, companies are most used to working with
English legislation and process. This has been the source of some confusion when a financial
institution has, for example, sought a single point of contact (SPOC) for reporting fraud or a
production order for further information, from a Scottish force. This is because Scottish forces do not
currently use such SPOCS and employ a notably different process for obtaining production orders.

13. The Serious Crime Act 2007 does confer some information-sharing and data-matching powers
on Scotland, but these are limited to reserved bodies (such as HM Revenue and Customs (HMRC), the
Department for Work and Pensions (DWP), and so on).We believe that in order to improve our ability
to detect and disrupt fraud, these powers should be extended to other organisations, including
commercial bodies, in Scotland (see para 56).
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14. Two years after it was announced, the UK Government published the findings of its Fraud
Review in October 2007. On the back of this, and following stakeholder consultation, the Government
provided £29 million of funding “to help make the UK the world’s hardest target for fraudsters”5. In
practice, however, the main findings of the review relate predominately to England and Wales and
propose the establishment of the following:

National Strategic Fraud Authority (NSFA) A public/private/government partnership to devise and
implement a national fraud strategy, including
measuring fraud losses and creating an anti-fraud
culture.

Multi Agency Co-ordination Group (MACG) This will be part of the NFSA and will include
representatives of law enforcement, prosecuting
agencies, regulators and professional bodies. Its role is to
task and enforce the NFSA identified anti-fraud
initiatives.

National Fraud Reporting Centre (NFRC) A centre for receiving information from government,
business and the public, undertaking analysis, and
providing intelligence and alerts. Information may be
submitted either to a call centre or via the internet.

National Fraud Intelligence Bureau (NFIB) This will be a part of the NFRC and will analyse reports
and build a UK intelligence picture of the threat.

National Lead Force for Fraud A designated centre of excellence for England and Wales
will be established, hosted by the City of London Police
Economic Crime Unit, It will disseminate best practice,
give advice on complex inquiries in other regions and
assist with or direct the most complex of these
investigations. Additional funding has been allocated for
development of this capability. An increase in
investigators from 120 to 160 was announced in March
2008.

Financial Court A jurisdiction will be established so that the different
proceedings arising from fraud cases can be brought to
one court and the sentencing options can be extended.

Plea Bargaining Guidelines To allow an alternative to a full criminal trial where an
acceptable punishment can be agreed, subject to the
court approval.

15. Scottish stakeholders had little involvement in the Fraud Review prior to its publication. It was
only during the course of this inspection that further engagement, at government and practitioner
level, began to take place. Some of the Review’s proposals, specifically that a Financial Court be

5 Fighting Fraud Together – the Attorney General sets out a new vision for tackling fraud – 9/12/07
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established and that Plea Bargaining Guidelines be drawn up, are not relevant to Scotland. However,
this lack of participation may have left Scotland more vulnerable in this respect.We believe that even
now, unless Scottish stakeholders make conscious and committed efforts to implement relevant parts
of the proposals, that risk will become a reality.

16. We are aware of the differences in criminal law north and south of the Border. And we accept
that for most types of volume crime, because they entail local victims, perpetrators and locations,
these differences do not present serious problems. However, this inspection has confirmed that with
fraud increasingly being committed across internal borders, corporate and individual victims are
understandably perplexed and frustrated by the differences in recording and investigative practices
between Scotland and the rest of the UK.

17. Key finding:
While Scotland has a well developed strategic approach to drug issues, linked to interventions (the
SCDEA model), the same cannot be said of fraud. Consequently, we are in danger of failing to keep
pace with developments in the rest of the UK.

Recommendation 1: That the Scottish Government consults with stakeholders, including the Crown
Office & Procurator Fiscal Service (COPFS) and the Association of Chief Police Officers in Scotland
(ACPOS), to make certain that legislation, process and interventions relating to fraud in Scotland are
no less comprehensive or robust than they are elsewhere in the UK.

The police role in fraud in Scotland
18. In the UK the National Intelligence Model (NIM) is applied as a means of identifying, prioritising
and addressing areas of concern to policing. From the resulting strategic assessment a control
strategy is derived, which identifies priority areas and remedial action to be taken under the areas of
prevention, intelligence and enforcement. In Scotland this model is applied at all levels of each force
and the SCDEA, as well as nationally through ACPOS.

19. Our inspection identified several stakeholders, in both the commercial and public sectors, who
also used the NIM.These bodies had management and intelligence staff trained to use intelligence to
identify emerging criminal trends, prepare appropriate strategies and develop relevant action plans.

20. The ACPOS Strategic Assessment 2006 (restricted) included fraud on the national control
strategy for the same year. A view that we frequently encountered was that this had made no
difference to the approach, or priority attached, to fraud in Scotland. Awareness of the matter had,
though, improved.

21. The ACPOS Strategic Assessment 2007 (restricted), published in October 2007, recommended the
following approach for fraud:

Prevention
• provide best practice advice to financial organisations, call centres and businesses on security

policies;

• educate the public to the vulnerabilities of identity fraud and how best to protect themselves;

• work with the financial sector to raise awareness of mortgage fraud activities.
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Intelligence

• focus intelligence gathering on the providers of false identity documents and perpetrators of
identity fraud;

• increase intelligence on fraudsters at a local level who use stolen credit cards.

Enforcement
• develop disruption techniques for ‘long firm frauds’6 at a national level, to avoid geographic

displacement and provide standardisation for analysis and performance evaluation;

• maximise the services of the Scottish Business Crime Centre to target those involved in complex
fraud offences; and

• target fraudsters by using Proceeds of Crime Act 2002 legislation.

22. From what we saw during the inspection, forces’ responses to the above appeared limited, with
only one showing positive action.

23. At the time of the inspection, there were around 50 police officer posts and eight police staff
posts allocated to full-time work solely on fraud in Scotland. These figures are estimates only, as some
forces combined fraud with financial investigation duties. Also unrecorded is the amount of time that
other, non-specialist members of staff spend dealing with incidents of fraud as part of their duties.
This compares to approximately 100 investigators at HMRC who are regularly involved with fraud
enquiries.

24. Because the true extent of the threat and risk of fraud is unknown, we are unable to assess
whether levels of dedicated resources are appropriate. From stakeholders and forces we learned that
the police service in Scotland generally regarded fraud as a low priority and therefore allowed high
levels of staff abstraction from fraud squads. For example, the lead officers of the two largest fraud
squads in Scotland were abstracted (but not replaced) for other duties for most of 2007. The ACPOS
lead chief officer for financial crime similarly had extensive conflicting priorities during the same
period. Such abstractions, we believe, have contributed to the absence of strategic momentum in
fraud, despite the priority assigned to it in the national control strategy.

25. Fraud squad members felt that fraud is not seen by others as “sexy”, that working in the fraud
squad does not advance careers, and that compared with other colleagues, they have fewer
opportunities for overtime. Similar views explained the reluctance of other staff to apply for fraud-
related roles.

26. We believe that Scotland needs to focus its response to fraud by establishing a strategic
resource that can do the following:

• gather information and intelligence to create and sustain an up-to-date best possible picture of
fraud affecting Scotland;

• become the body to drive and co-ordinate Scotland’s strategic approach to fraud;

6 Long Firm Fraud is criminal activity whereby a company is temporarily set up, and supported by fake references, in order to trade on credit with wholesale
suppliers, where there is no intention to pay for the goods supplied (ACPOS).
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• own and drive Scotland’s approach to and liaison with the Fraud Review initiative (NFSA, MACG,
NFRC & NFIB);

• lead a review and rationalisation of the roles of the organisations in Scotland currently addressing
fraud (see Appendix A);

• encourage agencies, fora, financial institutions and COPFS to work together to disrupt and prevent
fraud;

• review and control the data-sharing and -matching approach in Scotland (see para 56);

• establish a programme of media relations, business and commercial education and training to
ensure that fraud methods are publicised; and

• promote Scottish policing interests in UK and international consideration of fraud.

27. To avoid any conflicts of priority and potential abstractions, the body should not be aligned to a
single force. Instead, we believe that it should sit within the SCDEA structure, given the Agency’s
functions7 as follows:

• preventing and detecting serious organised crime;

• contributing to the reduction of such crime in other ways and to the mitigation of its
consequences; and

• gathering, storing and analysing information relevant to:
– the prevention, detection, investigation or prosecution of offences
– reducing crime in other ways or mitigating its consequences.

28. The Cabinet Secretary for Justice, Mr Kenny MacAskill, has stated that:“... tackling serious crime
is a priority for this government. The SCDEA plays a vital role in the fight against the threat to our
communities posed by criminal gangs”8. This reinforces our view that the SCDEA is the correct place
to locate a national fraud post and its supporting infrastructure.

29. We further suggest that it would be sensible to locate such a body in the east of Scotland. This
would reflect Edinburgh’s status as Scotland’s financial and governmental centre, and help to promote
close working relations with specialist staff of the Crown Office who are also based in the city.

30. A potential organisational model for this body is shown in the accompanying diagram.

7 Police, Public Order and Criminal Justice (Scotland) Act 2006
8 The Herald 21/12/07

Superintendent
Strategic Lead & Co-ordination

Detective Inspector
Intelligence & Analysis

5 x Staff:
2 x PCs, Secondees/Support Staff

Detective Inspector
Prevention & Disruption

2 x Staff:
PC, Secondee/Support Staff
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31. Key findings:
• Although we know that fraud has a huge economic impact on Scotland, the true extent and

nature of this crime remains unknown.

• Strategic direction is hampered by the abstraction or distraction of personnel identified to drive
this area of work, even when it is considered to be a ‘priority’.

• Fraud strategies must recognise and be linked to prevention and disruption if efficient use is to be
made of resources in tackling this crime.

Recommendation 2:That the Scottish Government creates a national fraud capability within the
Scottish Crime & Drug Enforcement Agency (SCDEA) structure to co-ordinate intelligence gathering,
enhance knowledge of fraud, and initiate and promote prevention and disruption.

32. We have given much thought to whether establishing a centrally controlled Scottish fraud
investigative resource is justified. There is absolutely no doubt that, as ACPOS found in its work on
capability and capacity for other functions across Scotland, smaller forces can neither sustain nor
afford sufficient expertise in serious fraud. However, we feel that it may be sensible to allow the
national capability recommended above to analyse the risk and threat posed by fraud in Scotland,
before developing any further national, dedicated investigative capacity. For this reason, therefore, we
suggest that in 2009 the SPSA consult with ACPOS and COPFS and report to the Scottish Government
on the need for such a capacity.

33. We anticipate that such a future development could undertake certain investigative and
support functions for all of Scotland, similar to those carried by the lead force for fraud in England
and Wales. There would still be merit in such a capacity being aligned to the SCDEA, for the reasons
already given. The expected benefits would include:

• having a body of expertise to handle the most complex cases and advise forces;

• a central liaison point with industry and the public sector for fraud;

• central tasking and co-ordination to manage resources and link to bodies such as the Financial
Services Authority (FSA);

• development opportunities for fraud detectives from forces; and

• less strain on individual forces faced with unusually serious fraud.

34. A potential organisational model for the combined intelligence/prevention/investigation
capability is outlined in the accompanying diagram.

Superintendent
Strategic Lead & Co-ordination

Detective Inspector
Intelligence & Analysis

Detective Inspector
Prevention & Disruption

Detective Chief Inspector
Co-ordination of Forces’ Investigations

5 x Staff:
2 x PCs, Secondees/Support Staff

2 x Staff:
PC, Secondee/Support Staff

Investigative Resources
to be scoped
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Making it better for victims
35. There is considerable inconsistency in the experiences of individuals and companies seeking to
report a fraud to the police. In many cases of card fraud, for instance, victims report the matter solely
to the card issuer without involving the police. This is the method agreed by ACPO for England and
Wales.

36. Not only did we find differences between forces in terms of how they recorded fraud, there
were also anomalies within forces where stipulated processes were not always followed. Examples
included force fraud systems being used to record and manage reports of frauds separately from
main crime recording systems; cases on such systems may only be transferred to the main crime
systems when they have been reported to the Procurator Fiscal. Such practices lead not only to the
under-recording of crime, but also to inaccuracies when calculating solved crime as a percentage of
reported crime.

37. UK-based financial institutions are used to dealing with identified single points of contact
(SPOC) when reporting incidents of fraud to forces in England and Wales. Several forces in Scotland
had identified a similar need, and at the time of our inspection the matter was being discussed by the
Scottish Working Group on Fraud.We believe that by adopting this practice as soon as possible,
Scottish forces could achieve both a better quality of service to users and a degree of consistency in
recording that is clearly needed.

38. Key findings:
• There are inconsistencies between and within forces in what is and is not deemed to be a fraud or

the locus of a fraud.

• There are inaccuracies in how the number of frauds and solved frauds are determined.

• Single points of contact are used throughout most of the rest of the UK. Not only do they promote
consistent recording of fraud, but business users expect to be able to interact with such dedicated
individuals.

Recommendation 3: That forces each identify a single point of contact (SPOC) for financial
institutions reporting incidents of fraud, in order to promote consistency, accuracy and quality of
service.

39. Our recent thematic inspection of the Scottish Crime Recording Standard highlighted a need to
improve its application when recording crime in general and fraud in particular. Indeed this inspection
of fraud has been significantly hampered by the poor availability of data. More importantly, a lack of
accurate and comprehensive data also impedes any efforts to address fraud in a systematic and
informed way.

40. The rest of the UK has recognised the need to improve both fraud recording and the use of such
data, as the steps taken to establish the National Fraud Reporting Centre and the Fraud Intelligence
Bureau show. Scotland must do the same if it is to be able to apply the NIM to this area and realise
the full benefits of these new structures.

41. In several high-volume crime areas of policing it is normal to consider which crimes merit
investigation and for which, even if full investigation is not warranted, details should be examined on
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an aggregated basis to identify and address underlying trends. It was clear during the inspection that,
without accurate data of the number and types of frauds, forces found it hard to make these kinds of
informed decision and take systematic action as a result. Though we came across a number of ‘case
selection’ tools elsewhere in the UK (see Appendix B) we found few, and less formal, processes being
used in Scotland.

42. What most Scottish forces did do was prepare and circulate to all staff a document detailing
the most commonly encountered types of frauds. By doing so, non-specialist staff too were able to
contribute to efforts to tackle these kinds of crime.We suggest that this advantage might be
enhanced further by creating a single national document for all Scottish forces, rather than eight
individual ones.

43. It was evident to us that there was some frustration between the various partner organisations
involved in investigating fraud. Forces, businesses and procurators fiscal have finite resources and are
therefore unable to pursue all cases to the same standard. This is true and inevitable with all but the
most serious of all types of crime. However, tensions can occur when discontinuation decisions are
taken by one stakeholder after one or more of the others have already committed resources to a case.

44. For instance, when financial institutions agreed in the past to handle all reports of card fraud
directly and with no police involvement, they expected that cases of significance (either by volume of
victims or loss) would nevertheless be reported to the police for further action. However, in the
absence of visible case selection criteria in forces, institutions were carrying out extensive enquires on
such cases, only to find that when they were reported to the police, no action was taken. Conversely,
in cases of mortgage fraud that the police consider worthy of further enquiry, mortgage providers
who have incurred no losses may be less willing to commit resources to any follow-up.

45. The ultimate authority for the prosecution of crime lies with the procurator fiscal. It is he or she
who must determine from available information whether it is viable, and in the public interest, for a
prosecution to take place. This can be particularly challenging in fraud cases where the complexity is
often not known until much work has been carried out.

46. Where it had happened before, we found early liaison between police forces and procurators
fiscal when assessing fraud cases to be a positive and constructive exercise.We strongly encourage
this good practice where the early signs are that a case will be particularly long or complex, as this
should improve how valuable resources in both organisations are managed.

47. Key findings:
• Some victims find it hard to report a fraud and, when they do, are treated in an inconsistent

manner.

• The above exacerbates the problem of an already incomplete picture of the extent and nature of
this crime, on which police activity is then based.

• There is no common, recorded case selection method.

Recommendation 4:That forces adopt consistent and transparent common processes for managing
fraud in Scotland. This would specifically include clear recording guidelines to ensure that fraud is
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recorded in accordance with the Scottish Crime Recording Standard, and common criteria to be used
in deciding whether or not to investigate a fraud.

48. In addition to involving procurators fiscal earlier in the assessment process several,
predominantly English, forces and agencies also used the services of forensic accountants. Although
Strathclyde Police was making efforts to recruit a forensic accountant, at the time of the inspection
this practice in Scotland was restricted to the SCDEA and HMRC. No formal analysis of the costs and
benefits of this approach was apparent. However, anecdotal evidence indicated that forensic
accountants were able to inform individual investigative strategies in ways that increased the
chances of successful prosecution while also reducing time spent on less relevant lines of enquiry.
Their professional expertise was also useful in identifying criminality in accounts notified to police as
suspicious. In agencies where they were used, the common view was that it was not necessary for
forensic accountants to be a dedicated resource on each case but that they could in fact be involved in
more cases than is the norm for an investigator.

49. Some UK forces contracted-in the services of commercial forensic accountants, either on an
ongoing or case-by-case basis.While this can be expensive, some large companies were keen for their
staff to gain exposure to the fraud investigation elements of law enforcement and now provide more
cost effective models.

50. Key finding:
Forensic accounting can help in managing resources effectively and focusing on productive lines of
enquiry. Ideally this would be augmented by early consultation with procurators fiscal.

Recommendation 5: That forces increase their use of forensic accountancy to advise on lines of
enquiry most likely to prove productive and timely.

51. When inspecting the police approach to fraud, we also considered the training available to
officers who specialised in this area. It became evident that the training provided in Scotland was less
comprehensive than that available in the rest of the UK where, in addition to longer fraud courses,
there were also fraud management courses for relevant line managers.

52. The Working Group for Fraud Training considers course content for Scotland.While the Police
College’s fraud course was routinely evaluated, as is the case with all its courses, it had yet to be
benchmarked. Such an exercise, together with a formal training needs analysis, would help to
determine optimum course content.

53. The fraud course at the Scottish Police College also had the lowest rate of attendance, as a
percentage of available places, of any course in its Crime Management Division. There could have
been a number of explanations for this, including force selection of personnel, a subject on which the
College had begun to liaise with forces. The course length had also recently been reduced from two
weeks to one.

54. Key finding:
The training provided by the College is short, becoming shorter, and has a low take-up rate.
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Recommendation 6:That forces review their collective needs for fraud training and discuss with the
Scottish Police Services Authority (SPSA) how it might meet these, ensuring that course availability
and content are consistent with emerging fraud types, legislation and enquiry techniques.

Partnership solutions to shared problems
55. As mentioned at para 19, many bodies outside the police service were already implementing the
NIM. A strategic assessment, whether by police or other agency, is based on intelligence from a variety
of sources. These sources vary significantly amongst the stakeholders, each possessing valuable data
but none having a complete picture.

56. The benefits of sharing data have already been quantified in the case of the National Fraud
Initiative, which itself only uses certain data sets.We have also seen effective data-sharing and -
matching in the commercial sector, particularly by the Insurance Fraud Bureau, APACS and CIFAS
where, despite commercial sensitivity, clear business benefits have motivated companies to co-
operate to fight fraud. (In each of these three cases, the relevant body represents more than 90% of
its respective industry sector.)

57. What is less evident is any systematic co-operation between law enforcement and public sector
bodies, either to share data or work jointly with available data. This situation may change in England
and Wales, with the advent of the Serious Crime Act 2007 and the National Fraud Intelligence Bureau.

58. Where limited data-sharing between forces and commerce did go on, such as that for the
Suspicious Activity Reporting (SAR) process, considerable benefits had accrued, both in identifying
criminal conduct and the additional intelligence gained. This had in turn encouraged cross-agency
working and initiatives designed to target specific problems. Recent enhancements to the feedback
arrangements within the SAR process were welcomed by the financial institutions, but there is still
scope for further improvement.

59. The Scottish Government has indicated that legislation is being prepared to assist the National
Fraud Initiative. As part of this, we would welcome broad data-sharing powers that clearly set out the
scope and manner of data-sharing to prevent and detect crime.

60. We are conscious that during the period of this inspection there was significant public concern
surrounding insecure data handling both by commercial and state sectors. Such errors do not detract
from the need to share data, but do reinforce the need to ensure that adequate controls are in place
at all stages of the process.

61. Key findings:
• Data-sharing and -matching has been found to be an efficient and effective way to tackle fraud.

• However, generally, data are poorly shared and organisations need to apply what demonstrable
good practice there is in order to improve this.

Recommendation 7: That forces’ use of data-sharing and -matching be extended to drive intervention
strategies, and that consideration be given to extending access to the Scottish Intelligence Database
(SID) to those agencies and organisations dealing with fraud and who are compliant with the
Community Security Policy.
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Structures & resources in Scotland
The fraud map of Scotland is closely associated with that of the UK. At UK level the main
organisations that work together with Scotland to control fraud are:

• APACS (the UK Payments Association)

• Attorney General’s Office

• CIFAS (UK Fraud Prevention Service)

• DWP (Department of Work & Pensions)

• FSA (Financial Services Agency)

• HMRC (Her Majesty’s Revenue & Customs)

• IFB (Insurance Fraud Bureau)

• SOCA (Serious Organised Crime Agency).

There are also fora and bodies such as the Fraud Advisory Panel, Fraud Forums, Fraud Liaison Group,
UK Expert Group on Fraud and many others that assist in this area. There are also UK agencies such as
the Serious Fraud Office that have no Scottish responsibilities, and European agencies such as OLAF
(European Anti-Fraud Office).

In Scotland there are many players on the stakeholder map.They include:

• ACPOS (Association of Chief Police Officers in Scotland)

• Audit Scotland

• COPFS (Crown Office & Procurator Fiscal Service)

• police forces

• SCDEA (Scottish Crime & Drug Enforcement Agency)

• Scottish Government

• Trading Standards.

There are also many fora and bodies, including:

Concerted Inter-Agency Criminal Acts as a strategic body chaired by SCDEA. Stakeholders
Finances Group (Scotland) (CICFAS) include HMRC, SCDEA, SOCA, DWP, COPFS, & Scottish
(now called the Scottish Asset Government, among others. The role of this body is under
Recovery Group, (SARG)) review.

East of Scotland Fraud Forum (ESFF) A geographically-based grouping seeking to bring to
Scotland the benefits derived by the North East Fraud
Forum in England.

Organised Fraud & Intelligence Group There are five regional groups (sub-groups of CIFAS) in the
(OFIG) UK.The Scottish group includes financial sector businesses,

Scottish police forces, HMRC, & SOCA, among others.

APPENDIX A
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Scottish Business Crime Centre (SBCC) SBCC disseminates information, runs seminars, and is a
centre of information exchange. Much of its work is aligned
to ACPOS Community Safety but it does also provide a
secretariat function for the SFCG & sub-groups.

Scottish Financial Crime Group (SFCG) Chaired by the ACPOS lead on Fraud, it includes participants
from the private sector. It is a strategic group with sub-
groups for fraud, e-crime, physical security & information-
sharing.

Scottish Financial Investigators A practitioners’ group from across the Scottish police forces.
Practitioners Forum

Scottish Working Group on Fraud A sub-group of the SFCG Fraud group, comprising Fraud
Squad practitioners from across the Scottish police forces.

Serious Organised Crime Taskforce Chaired by the Cabinet Secretary for Justice, it includes the
Lord Advocate, ACPOS, SCDEA, SOCA, HMRC, & Scottish
Prison Service among others.

Consultation by the National Fraud Strategic Authority Working Group has identified 95 fraud-related
bodies across the UK, though even this number is not considered exhaustive. In Scotland there are too
many with overlaps of role and membership. These need to be rationalised to clarify their purpose
and identify the most appropriate attendees. Some stakeholders suggested that participation in
several fora reflected the dissatisfaction of many of their colleagues at the ineffectiveness of groups
they had previously attended.
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Case selection tools

Financial Services Authority
Referral criteria:
• has there been actual or potential consumer loss/detriment?

• is there evidence of financial crime or risk of financial crime?

• are there actions or potential breaches that could undermine public confidence in the orderliness
of financial markets?

• are there issues that indicate a widespread problem or weakness at the firm/issuer?

• is there evidence that the firm/issuer/individual has profited from the action or potential
breaches?

• has the firm/issuer/individual failed to bring the actions or potential breaches to the attention of
the FSA?

• is the issue to be referred relevant to an FSA strategic priority?

• if the issue does not fall within an FSA strategic priority, does the conduct in question make the
conduct particularly egregious and presenting a serious risk to one of the FSA’s Objectives?

• what was the reaction of the firm/issuer/individual to the breach?

• overall, is the use of the enforcement tool likely to further the FSA’s aims and Objectives?

Serious Fraud Office
The key criterion used when deciding whether to accept a case is that the suspected fraud appears to
be so serious or complex that its investigation should be carried out by those responsible for its
prosecution:

‘The SFO could not – and does not – take on every referred case of suspected fraud. SFO resources must
be focused on major and complicated fraud.’ 9

Factors considered:
• does the value of the alleged fraud exceed £1 million?

• is there a significant international dimension?

• is the case likely to be of widespread public concern?

• does the case require highly specialised knowledge, e.g. of financial markets?

• is there a need to use the SFO’s special powers, such as Section 2 of the Criminal Justice Act?

APPENDIX B

9 SFO Case acceptance Criterion http://www.sfo.gov.uk/cases/cases.asp
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City of London Police Economic Crime Unit

Case Acceptance Criteria
The City of London Police has a comprehensive selection process10 that includes not only acceptance
factors such as those above, but actually details cases that may or may not be accepted.

Criteria for non-selection which, if met,will not be investigated:
• cases where the victim’s motive for making the complaint appears to be malicious, primarily

focused on recovering monies owed, or designed to distract attention form the complainant’s own
involvement in the fraud. (Such cases might nevertheless merit investigation, particularly where
there are other victims involved.);

• cases where victims are not prepared to co-operate fully with the investigation and prosecution,
although the police will always consider carefully how to assist victims and witnesses who have
concerns about safety;

• frauds more suitable for investigation by another enforcement or regulatory agency.

Criteria for non selection which, if met,may not be investigated:
• cases where another police force has decided not to investigate other than for geographical

reasons;

• frauds that have already been investigated by the police or other enforcement agency or that have
been the subject of regulatory proceedings, unless significant new evidence has come to light or
the previous investigation had a narrow remit that did not address all the relevant issues;

• cases where the existence of other proceedings might have a detrimental effect on a criminal
investigation and subsequent prosecution.

10 City of London Police http://www.cityoflondon.police.uk/CityPolice/ECD/Fraud/caseacceptancecriteria.htm
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Methodology and acknowledgements
Our thematic reports are prepared after careful but focused inspection of the subject matter. Our
broad methodology is explained on our website. This shorter report contains far less detailed
evidence than has been presented in past thematic inspection reports: this is a deliberate effort on
our part to present accurate but concise and focused reports on a wider range of issues than has
previously been the case.

Following an initial consultation exercise and desktop research, we identified a list of key stakeholders
and developed a questionnaire that was sent to all eight police forces in Scotland. The stakeholders
visited were representatives of the following:

Association of Chief Police Officers in Scotland
APACS (The UK Payments Association)
Attorney General’s Office
Audit Scotland
CIFAS (UK Fraud Prevention Service)
City of London Police Economic Crime Unit
Crown Office & Procurator Fiscal Service
East of Scotland Fraud Forum
Fraud Liaison Group (UK & Ireland)
Financial Services Authority
Insurance Fraud Bureau
Kinetic Partners
Lothian & Borders Police Crime Registrar
Metropolitan Police Fraud Squad
North East Fraud Forum
Scottish Business Crime Centre
Scottish Crime & Drug Enforcement Agency
Scottish Financial Crime Group
Scottish Police College
Serious Fraud Office
Serious Organised Crime Agency
Trading Standards (Glasgow)

Force responses were analysed and three forces were selected for fieldwork.

Subsequent analysis of the stakeholder meetings and force responses provided a wealth of detailed
information, permitting the inspection team to focus on the most relevant issues.We are grateful for
the valuable assistance of the agencies, forces and individuals engaged in this thematic inspection.

The inspection was carried out by Superintendent Andrew Allan and Mr Andy Ball who was seconded
from the Royal Bank of Scotland, under the direction of Assistant Inspector of Constabulary Malcolm R
Dickson QPM.

We would like to thank the Royal Bank of Scotland Group for allowing Mr Ball to assist us in this work.
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